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Abstract 

People's Bank is one among the leading financial institute in Sri Lanka. The Bank 

successfully hosts more than 600 outlet and 335 ATMs. Adding to that, they maintain 

a large computer network which spread within the whole country. 

To provide high quality o f service in convenient way, it is important that the Bank's 

computer network been highly reliable, available and efficient. Thus the necessity of 

owning a well-suited Network Monitoring System is required to serve this purpose. 

The main purpose o f this report is to describe how we would be able to fulfill the 

People's Bank specifications and ensure that they gain the final output from the 

.project. A s a starting point, the report introduces the project and eventually reviews 

and discusses the internal system structure and main features o f the final system. 

Under the functional features w e present core areas o f the monitoring system: such as 

monitoring Routers in Windows platform. Monitoring S N M P would enable network 

devices and prediction process. Additional feature o f the system have been looked at 

under the heading o f Non Functional Features. Therefore the introduction o f this new 

system is intended to eliminate the drawbacks of existing network monitoring method. 

Results could be achieved by monitoring the time, availability, usage & security o f 

the network and also through traffic management, SMS alerts & provide predictions. 

The persons authorized to access this system directly, are the network administrators. 

On the other hand network monitoring persons will have different privileges to access 

the system. 

Monitoring system was developed using web technologies. Server side scripting was 

done by using PHP. Simple Network Management Protocol was used to communicate 

between router & the server. My SQL Database system has been used for database 

Management. 

After implementing this system, we can reduce manpower, time and network down 

time. The system would be an efficient, effective and confidential Network 

Monitoring System for the People's Bank Network. 

iii 



4 

Table of Contents 

• Chapter 1 Introduction 1 

1.1 Introduction 1 

1.2 Background & Motivation 1 

1.3 Project goal & Objective 2 

1.4 Project Scope 2 

1.5 Impact o f the Other System 3 

1.6 User classes and characteristics 3 

jft 1.6.1 Admin User 3 

1.6.2 Normal Monitoring user 3 

1.7 Products Fetures 4 

1.8 Operation Environment 5 

1.9 Stuructureof Dissertation 6 

Chapter 2 Existing System 7 

2.1 Introduction 7 

^ 2.2 Existing procedure for troubleshoot the system breakdowns 7 

2.3 Others' approach to solve the similar problem 8 

2.3.1 Features o f CA 8 

2.3.2 Features o f HP Openview 9 

2.3.3 Features o f Cisco LMS 10 

2.4 Features o f the new system 10 

2.5 Special features o f the new system 11 

2.5.1 Prediction 11 

2.5.2 Security 11 

2.6 Summary U 

Chapter 3 Technology Adopted 12 

3.1 Introduction 12 

ft, 3.1.1 Local Area Network 12 

Page 



3.1.2 Wide Area Network 12 

3.1.3 Simple Network Management Protocol 13 

3.1.4 Ping 14 

3.1.5 Trace Route 14 

3.2 Technology used to Implement the System 15 

3.3 Summary 17 

Chapter 4 The Approach 18 
4.1 Introduction 18 

4.2 Problem Identification 18 

4.3 Technology Selection 18 

i£ 4.4 Summary 19 

Chapter 5 Analysis and design 20 
5.1 Introduction 20 

5.2 Analysis and Constraints 20 

5.3 Requirement Specification 21 

5.3.1 Functional Requirments 22 

5.3.2 Non Funcial Requirments 22 

• 5.4 Design Goal and Constraints 23 

5.5 Mechanism used for Design Process 23 

5.6 Usecase model and Actors 24 

5.7 Usecase Diagram 25 

5.8 Activity Diagram 29 

5.9 Sequence Diagram 30 

5.10 Summary 31 

Chapter 6 Implementation details of the system 32 
6.1 Introduction 32 

6.2 System Administration 32 

6.3 MonitoringNetwork 32 

6.3.1 Send S M S Alerts 32 

« 6.3.2 Provide prediction & check history 32 

1 



6.4 Existing diagram 33 

6.5 System Administration 34 

6.6 Monitoring Network 34 

6.7 Send SMS Alets 34 

If 6.8 Provide Prediction & Check history 35 

6.9 Summary 35 

Chapter 7 Evaluation 36 

7.1 Introduction 36 

7.2 Goal 36 

7.3 Objectives 36 

7.4 The testing plan 37 

7.4.1 Code Level Testing 38 

7.4.2 Unit Testing 38 

7.4.3 User Acceptance Testing 39 

7.5 Difficulties Encountered 39 

7.6 Benefits to the auther to earring out this Project 39 

7.7 Benefits to the bank 39 

+ 7.8 Summary 40 

Chapter 8 Conclusion 41 

8.1 Introduction 41 

8.2 Problem Encountered 42 

8.3 Identified Limitations 42 

8.4 Future E n h a n c e m e n t s and modi f i ca t ions 43 
4 

Reference 44 

Annexes 

Appendix A - User Manual 45 

Appendix B - Graphical Output o f Traffic 52 

Appendix C - Code Segments 55 

• Appendix D - Test Cases 81 



List of Figures 

Page 

Figure 1.1-System environment o f Network Monitoring System 5 

Figure 2.1 Existing system procedure 8 

Figure 4.1-Solution Architecture 19 

Figure 5 . 1 - Waterfall model o f the system 21 

Figure 5.2- Use case diagram for N M S system 26 

Figure 5 . 3 - Activity Diagram o f N M S system 29 

Figure 5.4 - Sequence Diagram for Network monitoring 30 

Figure 6.1 - Existing Network diagram 33 

Figure 7.1-Testing Stages 38 

Figure A-1 : NMS Main page 45 

Figure A-2 : User Login page 45 

Figure. A-3 : NMS Main Menu 46 

Figure. A-4 - Data Links Status 47 

Figure. A-5 - Device Status 47 

Figure. A-6 - Add branch to the System 48 

Figure. A-7 - Error Checking 48 
ft 

Figure. A-8- Network Device Status 49 

Figure. A-9 - Traffic Monitoring 50 

Figure. A-10 - User Management 50 

Figure. A-l 1 - Edit user privileges 51 

Figure. B-l - Traffic - Union Place branch 52 

Figure. B-2 - WAN 1 Rx Traffic 52 

Figure. B-3 - Fast Ethernet Rx Traffic 53 

^ Figure. B-4 - Interface Traffic 53 

Figure. B-5- WAN 2 Traffic 54 

Figure. B-6- WAN 2 Traffic 54 



List of Tables 

Table 5 .1- Actor Description 

Table 5.2: Use Case o f Notify Admin 

Table 5.3: Use Case o f Troubleshoot Network 

Table 5.4: Use Case o f Prediction 

Table 5.5: Use Case o f Create Users 

Table 5.6: Use Case o f Link Details 

Table D. 1 - Test cases for user login authentication 

Table D-2 - Test cases for Tracing the Route 

Table D - 3 - Test Cases for Error Checking 

Table D-4 - Test cases for Network Device Status 

Table D-5 - Test cases for Configuration Management 

Table D-6 - Test cases for Data Transfer Rate 

Table D-7 - Test Results o f the Login Form 

Table D-8 - Test Results o f the Trace route Form 

Table D-9 - Error checking form 

Table D-10 Network Device Status form 

viii 



List of A c r o n y m s 

Term 

A T M Automated Teller Machine 

EIGRP Enhanced Interior Gateway Routing Protocol 

HTML Hyper Text Markup Language 

IP Internet Protocol 

L A N Local Area Network 

MRTG Multi Router Traffic Grapher 

N M S Network Monitoring System 

PING Packet InterNet Groper 

RIP Routing Information Protocol 

SIBS Silverlake Integrated Banking System 

S N M P Simple Network Management Protocol 

W A N Wide Area Network 

• 
ix 


